NudopmanuonHas naMaTKa 11 00y4arOmuxcs

C KaXAbIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a NIKOJIHHUKH OJHU U3
CaMbIX AKTHBHBIX IOJb30BaTened PyHera. Mexnay TeM, IOMHMO OIpOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECEeT MU MpoOJIeMBbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Ge30macHo
HaXOJWUTHCS B CETH.

KoMnbrorepHble BUPYCBI

KoMnpoTepHsIil BUPYC - 3TO Pa3sHOBUIHOCTb KOMIIBIOTEPHBIX IIPOIPaMM, OTJIIMYUTEIIBHON
O0COOCHHOCTBIO KOTOPOIl SBISIETCSl CHOCOOHOCTh K PAa3MHOXEHHUIO. B JonosnHeHHe K 3TOMY,
BUPYCHI MOT'YT ITOBPEAUTH WX IOJHOCTbIO YHUUTOXKUTH BCe (Daiiiibl U JaHHBIE, TOAKOHTPOJIbHbIE
II0JIb30BATENI0, OT IMEHH KOTOPOro ObLIa 3alylleHa 3apakE€HHas IPOrpaMma, a TakxkKe OBPEIUTb
WIN J1a)K€ YHUYTOXXUTh ONEPALMOHHYIO CHCTEMY CO BceMH (ailiamu B 11esioM. B OonbmnHCTBE
CIIy4aeB pacIpOCTPaHAIOTCS BUPYCHI Y€PE3 UHTCPHET.

MeToapl 321U TBI OT BPEAOHOCHBIX IPOTPAMM:

1. Hcnonb3yil COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, HMEIOIINE CEPbE3HBIN
YPOBEHB 3alIUThl OT BPEIOHOCHBIX IIPOrpPaMM;
2. [ToctosiHHO ycTaHaBnMBail naTuu (LM(POBbBIE 3aIIATKH, KOTOPbIE ABTOMaTHYECKU

YCTaHABJIMBAIOTCS C IIEITBIO TIOPAOOTKH MPOrPaMMbl) U IPYTUe OOHOBJICHUS CBOCH OIepanoOHHOM
cuctembl. CkaumBail X TOJBKO ¢ odunmampHOro caiita paspadorunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paboraii Ha cBoeM KOMIbIOTEpE IIOJI IIpaBaMM IIOJb30BAaTENs, a HE
aJIMUHUCTPATOPa. DTO HE MO3BOJHUT OOJILIIMHCTBY BPEIOHOCHBIX MPOTrPaMM HHCTAJLTMPOBATHCS
Ha TBOEM MEPCOHATLHOM KOMITBIOTEPE;

4. Hcnonp3yii aHTUBUPYCHBIE IPOTPAaMMHBIE ITPOTYKTHI H3BECTHBIX IPOU3BOAUTEINCH,
C aBTOMAaTH4YECKUM OOHOBIICHHEM 0a3;

S. Orpannub GpU3NUECKUI 10CTYI K KOMIBIOTEPY /Il IOCTOPOHHUX JIMLL;

6. Hcnonp3yit BHEITHIE HOCUTENN HH(DOPMAIUK, TaKhe Kak (Iemka, TMCK Win (aiin
U3 UHTEPHETA, TOJIbKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTtkpsiBait KoMIIbIOTEpHBIE (DaiIIbI, TOTyYEeHHBIE U3 HEHAIEKHBIX HCTOYHUKOB.

Jaxe Te ¢ailnpl, KOTOpbIe MpUCTaT TBOM 3HAKOMBIN. Jlyule yTouHH y HEro, OTIpaBIIsl JU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 370 He BU nepefauy JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb Open 1, Mapka. Emie B
1991 rony HuzepiaHjckas KommaHus 3apeructpupoBana Openn «WECAy», uro o0o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpBIif mepeBOAUTCS KaK «OeCIpOBOIHASI TOYHOCThY.

Jlo Hamero BpeMeHU Jouuia japyras aOOpeBuaTypa, KOTOpas SIBISETCS TaKoW ke
TexHoyiorueit. 3to abopeBuarypa «Wi-Fi». Takoe HazBaHue ObUTO JaHO C HAMEKOM Ha CTaHAApPT
BBICIIHI 3BYKOBOM TexHUKH Hi-Fi, 4T0 B mepeBojie 03HaYaeT «BBICOKAs TOUHOCTHY.

Jla, OGecriaTHBIH MHTEPHET-IOCTYN B Kade, oTensiX M a’ponoprax SBISETCS OTIWYHOU
BO3MOKHOCTBIO BbIXO/1a B MHTepHET. HO MHOTHE 3KCIIEpThI CUMTAOT, YTO 001IefocTymHbIe Wi-Fi
CETH HE SBIISIIOTCSA O€30MacCHBIMHU.

Cosertsl 10 Oe30macHOCTH paboTre B 00mIea0CcTymHbIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuunyro wHbopMaruio depe3 odmenoctymnasie Wi-Fi ceTn.
Paboras B HuX, KenaTe’abHO HE BBOAUTH MAPOJIH JOCTYIA, JOTMHBI U KaKhe-TO HOMEpa;

2. Hcnone3yit 1 0OHOBISAN aHTUBUPYCHBIE MPOTrpamMMBbl U OpaHamayep. Tem cambiM
ThI 00e30MacuIlb ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnons3zoBanuu Wi-Fi otkmoun ¢yHkmuio «OOmmii goctyn k ¢ainaMm u
npunTepam». JlaHHas (QyHKUIMS 3aKpbiTa MO YMOJYaHHUIO, OJJHAKO HEKOTOpBIE IOJIb30BaTENN
aKTUBUPYIOT €€ AJisl y100CTBA UCIOJIb30BaHUS B paboTe Uiu ydyeoe;

4. He ucnons3yit ny6nmunsiit WI-FI ans nepegaun TUYHBIX JaHHBIX, HAIPUMEp IS
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MTOUTY;



S. Hcnonp3yit Tonbko 3amuiieHHoe coenunenue uepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBoaU UMEHHO «https://»;

6. B moOwibHOM Tenedone otkmoun  QyHkmuoo «lloakmouenne k  Wi-Fi
aBTOMaTuyeckn». He momyckaii aBTOMaTuuecKoro moAKIFOYeHHs yeTpoiicTBa K ceTsim Wi-Fi 6e3
TBOETO COIJIacHsl.

ConyanbHble CETH

ConmanbHbIe CETH aKTUBHO BXOJAT B HAIIY XH3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT TaM
noctosiHHo, a B Facebook yke 3aperncrpupoBaH MWILIHAp] YEIOBEK, UTO SIBISIETCS OJHOMN
CeIbMOM BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJb30BATEIM HE MOHMMAIOT, YTO WH(pOpMAIHs,
pa3MeIIeHHas UMU B COIIMANIbHBIX CETAX, MOXKET ObITh HaliJleHa W MCIIOJIb30BaHa KEM YrOJHO, B
TOM YHCJI€ HE 00s13aTENBHO C OJIarMMHU HaMEepPEHHSIMHU.

OcHOBHBIE COBETHI 110 0€30MAaCHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannyb CnMCOK Apy3eid. Y TeOs B Apy3bsiX HE JOJDKHO OBITh CIIy4alHBIX H
HE3HAKOMBIX JIIOZCH;
2. 3amuinaii CBOK0 YacTHYIO Jku3Hb. He yka3biBail mapomu, TenedoHsl, aapeca, 1aTy

TBOETO POXKICHUS U IPYTYIO JMUYHYIO HHPOPMAIUIO. 3JI0YMBIIUIEHHUKH MOTYT HCIOJB30BaTh
Jake HH(OOPMAIIUIO O TOM, KaK ThI ¥ TBOHM POJIUTEIN TUTAHUPYETE TIPOBECTU KAHUKYIIBI,

3. 3aiuiaii CBOI penyTaluio - Iep>KU €€ B UUCTOTE U 3a/1aBaii ce0e BOMPOC: XOTe
OBI THI, YTOOBI APYTHE MOJIB30BATEM BUEIH, UTO ThI 3arpyxaemis? [logymaii, mpexe yeM 4To-
TO OMyOJIMKOBATh, HAMIUCATh U 3arPY3UTh;

4. Ecnu 1Bl TOBOpHUILIB C JIFOBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE
UM U JPYTYIO JUYHYI0 HHGOPMALUU: UMsI, MECTO JKUTENIbCTBA, MECTO Y4eObl U IIPOYEe;

S. N36eraii pasmemenus Qortorpadpuit B MHTepHeTe, Thae TH HM300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPEJEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpauuu B COLMAJbHOM CETM HEOOXOJUMO HCIOJIb30BaTh CIOXKHBIE
[apoJiu, coCcTosIIuUe U3 OYKB U U(P U C KOIUYECTBOM 3HAKOB HE MeHee §;

7. s counanbHOM CeTH, MOYTHI M JIPYTHX CalTOB HEOOXOIUMMO HCHOJIb30BaTh

pasHble mapoau. Toraa eciu TeOs B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH MOIy4aT AOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpasy.

OJEeKTPOHHBIE JEHBIH

ONEKTPOHHBIE JIEHBI'M — 3TO OY€Hb YNOOHBIN CHOcOo0 MiaTeked, OJTHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH JICHbIH.

ONEKTPOHHbIE JEHbIU MOSBUIUCH COBCEM HEIABHO U MMEHHO HM3-3a ITOI0 BO MHOTHX
rocyapcTBax J0 CHX IOp He MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHU QyHKIMOHUPYIOT U O HUX Y€ IMPOIUCAHO B 3aKOHE, I/I€ UX Pa3JesioT
Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE M HE aHOHUMHBIE. Pa3HuIla B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaeTcs MPOBOAUTH OmNepaluuu 0e3 HACHTHU(QHUKAUU IOJb30BaTeNs, a B HE
AQHOHUMHBIX UJACHTU(QHUKAINY T0JIb30BATEINS ABISETCS 0053aTENIBHOM.

Takxke cienyer paznuyarh 3JEKTPOHHbIE (UATHbIE IEHbI'M (paBHBI TOCYJApCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHBIM (HE paBHBI TOCYJAapCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbIaMU:

1. [TpuBsKM K cyeTy MOOMIIBHBIN Tese(oH. DTO caMblil yTOOHBIN U OBICTPBIN CIIOCOO
BOCCTAHOBUThH JIOCTYH K cueTy. l[lpuBs3aHHbIH TenedoH IMOMOXKET, eciu 3al0yaemnib CBOM
IUTATEXHBIA ApOJIb WK 3aii/ielIb Ha CallT ¢ HE3HAKOMOT'O YCTPOUCTBA;

2. Ucnonp3yit ogHopazoBbie napoiu. [locne nmepexona Ha yCHIICHHYIO aBTOPHU3AIUIO
Tebe yxe He Oy/IeT yrpokaTh ONAaCHOCTh KPayku MITU IepexBaTa IJIaTeXHOTo MapoJs;
3. Bri6epu cnoxubiii mapoinb. [IpectynHukaM OyaeT HE MPOCTO YraaaTh CIOMKHBIN

napoJib. HanexxHnele maposin — 3TO Mapoiif, KOTOpbIE COAEPKaT HE MEHee 8 3HAKOB U BKIIIOYAIOT
B ce0s CTpOYHBIE U MPOMUCHBIE OYKBBI, HU(PHI 1 HECKOJIBKO CUMBOJIOB, TAKME KaK 3HaK J0JUiapa,
(yHTa, BOCKIUIATeNbHBIN 3HaK 1 T.1. Hampumep, $tRONQ!;;
4. He BBOIM cBOM JIMUHBIC TaHHBIE HA CaiiTax, KOTOPBIM HE JIOBEPSCIIIb.
DJeKTpOHHAs I0YTa



ONEKTPOHHAs MOYTa — 3TO TEXHOJIOTHS U MPEAOCTABISIEMBIE €10 YCIYTHU M0 MEPECHIIKE U
HOJYYEHUIO AJIEKTPOHHBIX COOOLIEHUH, KOTOpPBIE PACHPENEIAIOTCS B KOMIIBIOTEPHOM CETH.
O0bI19HO AJIEKTPOHHBIN IIOYTOBBIA  SLIMK  BBIMJISAUT CJIEIYIOLUM oOpazom:
UMs_I0JIb30BaTEeI(@KUMsL_AoMeHa. Taikke KpoMme Iepefaud IpOoCTOro TEKCTa, HMEeTCs
BO3MOKHOCTb IIepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ IJCKTPOHHOM IMOYTOM:

1. Hano BeIOparh npaBWIIBHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CTb OrPOMHBIM
BbIOOp O€CIUIaTHBIX MOYTOBBIX CEPBHCOB, OJAHAKO JIydlle JOBEPATh TE€M, KOO 3Haellb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B IMUHOM mouTe TUYHYIO HHGopManuio. Hanpumep, jtydiie BEIOpaTh
«My3BIKaNbHBINA _(paHaT@» um «pok2013» Bmecto «remal3;

3. Hcnonb3yil IBYX3TalHyK aBTOPU3ALUIO0. OJTO KOIJa MOMHMO MapoJisi HYXHO
BBOJIUTH KOJI, IpHUChLIaeMbIil 1o SMS;

4. Bri6epu cioxHbIi maponib. s Kakaoro mouyToBOro Suka JOJKEH ObITh CBOM
HaJEKHbIM, YCTOWYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecTh BOBMOXKHOCTh HaIllMCaTh CAMOMY CBOM JIMYHBIM BOIPOC, UCIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Hcnonb3yil HECKOIBKO MOYTOBBIX SIIMKOB. [lepBbIi JUisl 4acCTHOM NMEPENUCKH C

azpecatamMu, KOTOPBIM ThI JOBEpsCIIb. DTO SJEKTPOHHBIM aJpec HE HAl0 HCIOIb30BaTh MPHU
peructpanuu Ha popymax U caTax;

7. He otkpeiBaii ¢aiinsl 1 1pyrue BIOKEHHUS B MUCbMAaX Ja)Ke €CIIM OHH MPHIILIH OT
TBOMX Jipy3el. Jlyuie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TH (ailibl;
8. [Tocne oxkoH4aHust pabOTHI HA MOYTOBOM CEPBHMCE IEPE] 3aKPHITUEM BKJIAJKH C

caiiToM He 3a0y/Ib Ha)KaTh Ha «BBIATHY.

KubepOymuHar — npecienoBanrie COOOMEHUSIMHU, COJCPKALITIMH OCKOPOJICHHSI, arPeCcCHIO,
3aIyTMBaHKe; XYJIUTaHCTBO; COIMAJIbHOE OOWKOTUPOBAHUE C ITOMOINBIO PA3IMYHBIX WHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B 60#. JIyumnii crioco6: mocoBeToBaThCs Kak ce0sl BECTU U, €CIIU HET
TOTO, K KOMY MOXXHO OOpaTHTbCs, TO BHadaje YCIOKOMTbcA. Ecinu Thl HauHelb OTBEYaTh
OCKOpOJICHUSIMH Ha OCKOPOJICHHS, TO TOJIBKO ellie OOIIbIIe Pa3oikiKelb KOH(INKT;

2. VYmpasinsii cBoeil kubeppemnyTaluei;

3. AHOHUMHOCTbH B ceTH MHUMas. CylIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crout Bectn Xynuranckuii o0pa3 BUpPTyalnbHOU ku3HU. IHTEpHET Pukcupyer
BCE TBOM JICHCTBUA U COXpaHseT UX. Y JaIUTh UX OyJeT KpailHe 3aTpyAHUTENIBHO;

S. Colmroait cBOI BUPTYalIbHYIO YECTh CMOJIOAY;

6. WUrnopupyit enuHuuHblii HeratuB. OIHOpa30BbIE OCKOPOMTENIbHBIE COOOIICHHS
Jy4ile urHopupoBaTh. OOBIUHO arpeccus IpeKpalaeTcs Ha HayajabHOW CTaNH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTHPAaBKH COOOIIEHHUH C OMpEeeeHHBIX
aJpecoB;

8. Eciu 1B cBunerens kuOepOysumHra. TBoW AEMCTBHS: BBICTYIUTH IPOTUB

mpecieoBaTeNs, MoKa3aTh €My, YTO €ro ACHCTBHS OIEHUBAIOTCS HETaTUBHO, MOJIEPKaTh
KEPTBY, KOTOPOU HY>KHA TICHXOJIOTHYECKAs [TOMOIIh, COOOIIHUTE B3POCIBIM O (DaKTe arpecCHBHOTO
MOBE/ICHUS B CETH.

MoobwibHbIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJIEPKAT B cebe BIOIHE B3POCIbIA (DYHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMH KOMIbIOTepaMu. OJHAKO, CPEICTB
3aIIUTHI AJIs TOJOOHBIX YCTPOMCTB MOKa OYeHb Majio. TecTupoBaHUE U TOUCK YSI3BUMOCTEH B HIX
MIPOMCXOUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To ske camoe kacaeTcss 1 MOOMIIBHBIX TTPHITOKECHU.



CoBpeMeHHbIE MOOWJIbHBIE Opay3ephl YK€ MPaKTHYECKU JOTHAIM HACTOJIBHBIC aHAJOTH,
OJIHAKO pacmpeHne (yHKIMOHAA BJedeT 3a COO00H OONBIIYI0 CJIOKHOCTh M MEHBIIYIO
3aLUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJUTEIH BBHITYCKAIOT OOHOBIJICHUS, 3aKPBHIBAIONIUEC KPUTHUYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI /151 0€30I1aCHOCTH MOOMIIBHOTO TelleoHa:

1. Huuero He siBnsieTcs: mo-HacTosmeMy OecruiaTHeIM. bynib 0cTOposkeH, Belb Kora
Tebe npesaratoT 0eCIuIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKHE-TO IUIaTHBIE YCIIYTH;

2. Hywmaii, npexxae ueM otrpaButh SMS, GpoTo nim Buzeo. Thl TOUHO 3HACIIIB, TJI€ OHU
OyAyT B KOHEYHOM UTOTe?

3. Heo6x01uMo 0OHOBIISATE ONEPAIIMOHHYIO CHCTEMY TBOETO cMapT(dhoHa;

4. Hcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbI JIIsI MOOUJIBHBIX T€JE(OHOB;

5. He 3arpyxaii npuioKeHus OT HEU3BECTHOIO MCTOYHHMKA, BEAb OHHU MOTYT
coJiepKaTh BPEJOHOCHOE NIPOrpaMMHOE 0OecIieueHue;

6. [Toce Toro Kak ThI BRIHACIIB C CaiiTa, TJIe BBOIMII JTMYHYIO HH(OPMAIIHIO, 3ai/11 B
HACTpOIiku Opaysepa u ynanu cookies;

7. [lepunomuyeckn MpoBepsiii Kakue IUIATHBIE YCIYTM AKTHBHPOBAHBI HAa TBOEM
HOMEDE;

8. JaBaii cBOif HOMEp MOOMIBLHOTO Tesle()OHA TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEpsi€lIb;

9. Bluetooth momxen OBITH BBIKIIOUEH, KOT/Ia THI UM HE TOJb3yembes. He 3a0biBait

MHOT A IPOBEPSTH ATO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KpAacOUHbIE, 3aXBATBHIBAIOLIUE pa3BICUCHMUS,
00BEIMHSIONINE COTHU THICSY YEIIOBEK MO BceMy MHpY. UTpOKM MCCIenyoT AaHHBIA UM MUD,
00IIat0TCs IPYT € IPYTOM, BBINOJIHAIOT 33JaHUS, CPAKAIOTCA C MOHCTPAMU U MOJIy4aroT OMbIT. 32
yIIOBOJIBCTBHE OHM IUIATST: TOKYIAIOT JTUCK, OTIAYMBAIOT AOOHEMEHT WM MPHOOPETAIOT KaKue-
TO OMIIHUU.

Bce ati cpenctBa nayT Ha moaaep kaHUE M pa3BUTHE UTPHI, a TAKKE HA caMy 0€30MacHOCTb!
COBEPILEHCTBYIOTCSI CUCTEMbl AaBTOPU3AIMH, BBITYCKAIOTCSI HOBBbIE MaT4u (LUQPOBBIE 3aIIaTKU
JUTSL IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomoOHBIX Wrpax CTOMT OmacaThCsi HE CTOJNIBKO CBOMX CONEPHHMKOB, CKOJIBKO Kpaku
TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMH OOJIBIINHCTBA UIP.

OCHOBHBIE COBETHI IO OE€30MTACHOCTH TBOETO UTPOBOTO AKKAyHTA:

1. Eciu ppyroil urpok Beaer ceds MIOXO WM cO3JaeT Tebe HEeNmpUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Toxanmyiics agMUHHCTpAaTOpaM WIPbl Ha IUIOXO€ IIOBEIEHHE OSTOTO HIPOKa,
JKEJIaTeIbHO MIPUIOKNTH KaKHE-TO I0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He yka3piBail nuunyto nHdopmaiuio B rpodaiine urpsi;

4. YBakail Ipyrux y4aCTHUKOB I10 UTPE;

S. He ycrananuBail HeopumanbHble MTaT4Yu U MOJBL;

6. Hcnonp3yil CII0KHBIE U pa3HbIe ApOJIH;

7. [axe BO BpeMsl UTPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [Ioka Thl urpaems, TBOMI

KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WK Kpaska JTUYHBIX JaHHBIX

OObI4HOI Kpaskel IeHeT U JOKYMEHTOB CETrO/IHs YK€ HUKOTO He YAMBHUIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA MEPEeMECTUINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMATBCS WTIOOMMBIMY JIEJIOM.

Tak mosBUiach HOBas yrpo3a: MHTEPHET-MOIICHHMYECTBA WM (DUIIUHT, TiIaBHas LeElb
KOTOPOT'O COCTOMT B TOJYYE€HUH KOH(UICHIMATbHBIX JAHHBIX MOJb30BaTENIe — JIOTMHOB H
naposeil. Ha anrnuiickom s3pike phishing unraercs xak ¢ummsr (ot fishing — pbiGHas o,
password — mapoJib).



OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelllb, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIINTh aAMHUHHCTPATOPaM pecypca 00 3TOM
KaK MOKHO CKOpee;

1. Hcnonb3yit Oe3omacHble BeO-CAaiThl, B TOM 4YHCIE, HHTEPHET-MarasmHOB U
IIOUCKOBBIX CUCTEM;

2. Hcnionb3yit coxHbIE U pa3Hble aposid. TakuM o0pa3zom, eciii TeOst B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT JOCTYH TOJBKO K OJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;

3. Ecnu Tebst B3omanu, TO HEOOXOAMMO HPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J00aBIIEHBI Y TEOS B JPY3bsiX, O TOM, YTO T€0s B3IOMAJIH U, BO3MOXKHO, OT TBOETO UMEHU
OyJIeT pacchlIaThCsl ClIaM U CCHUTKU Ha (PUIIMHTOBEIC CAlTHI,

4, YcranoBu HanexHbIH maposib (PEM) Ha MoOubHEII TenedoH;

5. OTKITI0YM COXpaHEHUE MapoJis B Opaysepe;

6. He otkpsiBail (haiiiabl u qpyrue BIOXKEHUS B MMCbMax Ja)Ke €ClId OHU MPUIUIA OT
TBOMX JIpy3ei. Jlydie yrouHu y HUX, OTIIPABIISUIH JIM OHU TeOe 3TH (aiiibl.

[udposas penyrauus

[udposast pemyranus - 3TO HETaTWBHAS WM TO3UTHUBHas WH(OpMAIMs B ceTH O Tele.
Komnpomerupyromas uHpopmanus pa3MelleHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uUThCs Ha TBOEH peanbHOU ku3HU. «ludpoBas pemyranus» - 3T0 TBOM UMUK, KOTOPBIH
dbopmupyetcs u3 uHbopMaluu o Tebe B UHTEPHETE.

TBOE MecTO KUTENbCTBA, Y4eObl, TBOE PUHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHormue moIpOCTKH JIETKOMBICIEHHO OTHOCATCS K ITYOJNUKAI[MH JHYHOW MH(OpPMALUHU B
WuTepHeTe, He OHMMasi BO3MOXHBIX NOocieACcTBUH. Thl gaXke He CMOXKEIb J0raaTbCs O TOM, YTO
¢dororpadus, pazmerieHHas 5 1eT Ha3a/, cTajla IPUIUHON OTKa3a MPUHATH Te0s Ha padoTy.

KommeHnTapuu, pa3menienue TBoux QGortorpaduil u qpyrue AeUCTBUS MOTYT HE UCUE3HYTh
JIa’Ke TI0CJIe TOTO, KaK ThI X YAaJIHIIb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty HH(POPMAIIHIO, TIoTaa
JU OHAa B IOMCKOBBIE CHCTEMbl M COXPAaHWIACh JIM OHA, a IJABHOE: YTO MOJAyMarT O Tebe
OKPY’KaIoIIee JIFOJM, KOTOPbIe HAAYT U yBUAAT 3T0. HallTh mHbOpMaIio MHOTO JIET CITYCTs
CMOXeET JIF00OH - KaK U3 JOOPBIX MOOYKACHUH, TaK ¥ C HAMEPEHHUEM TPUUUHHUTD BPe. ITO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI IO 3aLIUTE HUPPOBON permyTaIiu:

1. [Tonymaii, npexzae 4em 4To-To MyOJIMKOBATh U MepeaBath y ce0s B Oiore wiu B
COIIMAILHOM CETH;

2. B Hactpoiikax npoduis yCTaHOBU OTpaHUYEHUS HA TPOCMOTP TBOETO TPOQHIIS U
€ro CO/IEP’KUMOTO, ClIeNail ero TOJIBKO «IJIs Ipy3en»;

3. He pasmemait u He yka3piBail HHGOpMAIUIO, KOTOpas MOMXET KOro-Jinbdo
OCKOpOIIATH WM OOMXKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIe NIKOJIBHUKH aKTUBHBIE MOJIb30BATENN LUGPOBOro npocrpancTBa. OaHako
JTaJIeKO HE BCE 3HAIOT, YTO TOJIb30BaHUE MHOTHMH BO3MOXHOCTSIMH IU(GPOBOTO MHpa Tpedyer
COOJIIOJICHHS TTPaB HAa MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMUH <«WHTEIUIEKTyallbHAas COOCTBEHHOCTB» OTHOCHTCS K pa3IMYHBIM TBOPECHHSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pEeTeHUH U 3HaKOB, 0003HAYAIONIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaHYWBas KHHUTaMH, QoTrorpadusMu, KHHOPWIBMAMH H
MY3bIKaJTbHBIMH ITPOU3BEACHUSMHU.

ABTOpCKHE TIpaBa - 3TO TpaBa Ha WHTEIUIEKTYAJIIbHYI0 COOCTBEHHOCTh Ha MPOW3BEICHHS
HaYKH, JIUTEPATypbl U UCKyCcCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B Ka4eCTBE FApaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyIeT HampacHBIM, JACT €My CIIpaBeIJIHBBIC
BO3MOXHOCTH 3apa00TaTh Ha pe3y/ibTaTaxX CBOErO Tpyia, MOJYYUTh U3BECTHOCTh U NMpPU3HAHHE.
HuxkTo 6e3 pa3pemieHnst aBTopa He MOYKET BOCIIPOU3BOIUTH €r0 MPOHU3BEEHHIE, PACTIPOCTPAHSITD,



nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HWMIIOPTHPOBATH, IYCKaThb B IPOKAT, MyOIMYHO
UCTIOJTHAT, IIOKA3bIBATH/UCTIONHATE B dHpe WM pa3memaTs B IHTepHeTe.

Hcnonk30BaHuEe «IMHPATCKOT0» MPOTPAMMHOTO 00ECIEYCHHSI MOXKET MPUBECTH K MHOTHM
pHCKaM: OT IMOTEPH IaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKM TBOETO YCTPOKMCTBA, TIE
YCTAHOBJICHHBII He JierajgpHas mporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JeTaJibHbIC ¥ OECIUIaTHBIE TPOrPaMMBbI, KOTOPBIE MOYKHO HAWTH B CETH.

O noprane

CereBu4oK.p( - TBOI TJIABHBII COBETYHK B CETU. 3/1ECh Thl MOXKEIIb Y3HATH O
0€30IIaCHOCTH B CETH MOHSATHBIM M JIOCTYITHBIM SI3bIKOM, @ IIPH BO3HUKHOBCHUU KPUTHYECKOM
CUTYyallMu 00paTUTHCS 32 COBETOM. A TaKXKe NMPUHATh y4acTHE B KOHKYPCaX U CTaTh CAMbIM

U (GPOBBIM TpakIaHUHOM !



